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1. Installation for Windows systems

In order to initiate the installation, you need an access to a computer with “Administrator”.

Download installation package for Windows 7 and newer: https://eurocert.pl/index.php/en-
us/software. It contains application for smart card management — “Charismathics Smart Security
Interface” and “root certificates”.

To install the application run the downloaded file and follow the screenshots as shown below. The
appropriate version for your system is chosen automatically.

ﬁ Charismathics Smart Security Interface 3.2.2 - InstallShield Wizard x
Welcome to the InstallShield Wizard for
Charismathics Smart Security Interface

The InstallShield(R) Wizard will install Charismathics Smart
Security Interface on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

‘ﬁ Charismathics Smart Security Interface 3.2.2 - InstallShield Wizard *

‘/’
smart security interface

End-User License Agreement
(Client/Bundle license)
smart security interface

This End-User License Agreement (“EULA") is a legal agreement

hetwesn wnn fether an indididizal ar 3 cinale antihdY and charismathiers

Print

L

@51 accept the terms in the license agreement:

()1 do not accept the terms in the license agreement

Installshield
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ﬁ Charismathics Smart Security Interface 5.2.2 - InstallShield Wizard

smart security interface

Install Charismathics Smart Security Interface to:
C:'\Program Files\Charismathics\smart Security Interface), Change. ..

Installshield

ﬁ Charismathics Smart Security Interface 5.2.2 - InstallShield Wizard

smart security interface

Please select a setup type.

(® Typical
All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

‘ﬁ Charisrathics Smart Security Interface 5.2.2 - InstallShield Wizard

smart security interface

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

InstallShield

< Back ‘1 Cancel
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ﬁ Charismathics Smart Security Interface 5.2.2 - InstallShield Wizard x

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed
Charismathics Smart Security Interface . Click Finish to exit the
wizard,

Once the installation is done click “Finish” and restart the computer.
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2. Installation for MacOS

In order to initiate the installation, you need an access to a computer with “Administrator”.

Select the tab “Software” on the website www.eurocert.pl (change the language version to English)
and click the ,,download” link for Mac OS installation package, go to the folder CSSI/CSSI MAC 5.4.1
and download the file CSSI 5.4.1.pkg.
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After the installation restart your computer and then run ,Smart Card Utility”. “Card label” shows a
name of the smart card as shown in the figure below and it should not contain message: “no smart
card inserted”.

®  SmartcardUtility _ [=RE wWenEE [E Sob 1300 C

Cond Lo 403 V53 | EC13244
Fere yisu can charge Uhe PIN of yor Smartcaid

Chd Pib:
Mm Pk
Canlinm the Mew PN

© Alphanumedc * Humeric

IG’B@ RPQ’; - ¥

Go through the Launchpad to the bunch of keys by entering , keychain” and check whether your smart
card is shown.

® Dostgpdopghukluczy Pl Edycla Widok Okno Pomoo

EmartcardUniiitra
e

B i
e

ISR TRARA
* Dowies do peby khucrra

Dostgp do peku kiuczy.app
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3. Registration of the certificate

Important! There is no need to carry out this operation on Mac OS, because it is done automatically.

Connect your smart card reader to the computer. Run Charismathics Smart Security Interface and
select ,Registration”. Click on the button "Register", and you receive a window with the confirmation.

Important: The registration need to be done only once for each smart card.

Charismathics Smart Security Interface .t

Change Token PIN  Unlock Token PIM - Change Token SO PIN - Registration

Card type: Card0s V5.3 | EC13244
User PIN status: Card0S V5.3 does not support this funtion

S0 PIM status: CardDS V5.3 does not suppaort this funtion

In order to be able to use your smartcard/TPM with the microsoft products you need to register
your personal certificate. To do so, please insert your smartcard into the card reader and dick the
button "Register”. The application will then perform any further steps to register your certificate.

Charismathics Smart Security Interface it

Change Token PIN  Unlock Token PIN - Change Token SO PIN - Registration

Card type: CS5I Card05 5.3
Y521 ¢ harismathics Smart Security Interface % flon
SOHR In

o Registration successful,
In ol microsoft products you need to register
youn nartcard into the card reader and dick the
butt further steps to register your certificate.
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4. Change PIN

To change your PIN, select ,,Change Token PIN”, insert the old PIN followed by the new PIN which must
be entered a second time as confirmation.

Click on the button "Change PIN", and you receive a window with the confirmation.

The minimal length of the PIN is four (4) characters and the maximal length is eight or ten characters.
The new PIN may consist of any characters (digits, letters, symbols).

CAUTION!

After three consecutive wrong inputs, the PIN will be locked. To unlock the PIN follow the instructions
in the point “Unlock PIN". Please choose a PIN, which you can remember well, but which cannot be
easily guessed. Avoid birthdays or simple sequences of numbers like 1234 or 1111.

Charismathics Smart Security Interface *

Change Token PIN  Unlock Token PIN -~ Change Token SO PIN - Registration

Card label: CardQ5 V5.3 | EC13244
Here you can change the PIM of your Smartcard.

old PIN: [l |

New PIN: | |

Confirm the New PIN: | |

(®) Alphanumeric () Numeric () Hexadecimal

Change FIM

Change Token PIN  Unlock Token PIN =~ Change Token SO PIN - Registration

Card label: CardDs V5.3 | EC13244
Here you can change the PIN of your Smartcard.

Charismathics Smart Security Interface X
Old A

MNew
o The PIM was changed.
Conf

CIH

Change FIM
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5. Unlock PIN

To unlock your PIN, select ,,Unlock Token PIN”, enter the SO PIN followed by the new PIN, which must
be entered a second time as confirmation.

Click on the button "Unlock PIN" and a confirmation window opens.

The minimal length of the PIN is four characters and the maximal length is eight or ten characters. The
new PIN may consist of any characters (digits, letters, symbols).

CAUTION! After three consecutive wrong inputs, the SO PIN will be locked. This means that the smart
card is irreversibly blocked and you should request for a new certificate.

Charismathics Smart Security Interface >

Change Token PIN  Unlock Token PIN - Change Token SO PIN  Registration

Card label: CardQs V5.3 | EC13244
Here you can unlock the PIM of your Smartcard.

50 PIN: [ |

Mew PIN: | |

Confirm the Mew PIM: | |

(®) Alphanumeric () Mumeric (") Hexadecimal

Unlods PIMN

Change Token PIN  Unlock Token PIN - Change Token SO PIN  Registration

Card label: CardQs ¥5.3 | EC13244
HErE YOLJ Ll il OTEL L o i -

Charismathics Smart Security Interface

SO PI

Mew A o The PIN was unlocked.
Confin

(®) Alphanumeric () Mumeric _'Hexadedmal

Unlock PIM

I
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6. Change SO PIN

To change the SO PIN, select ,Change Token SO PIN, enter the SO PIN followed by the new SO PIN,
which must be entered a second time as confirmation.

Click on the button "Change SO PIN" and a confirmation window opens.

The minimum and maximum length of the SO PIN depends on the card OS. SO PIN may consist of any
characters (digits, letters, symbols).

CAUTION! After three consecutive wrong inputs, the SO PIN will be locked. This means that the smart
card is irreversibly blocked and you should request for a new certificate.

Charismathics Smart Security Interface X

Change Token PIN  Unlock Token PIN  Change Token SO PIN  Registration

Card label: CardD5 V5.3 | EC13244
Here you can change the S0 PIM of your Smartcard.

50 PIN: | |

Mew 50 PIN: | |

Confirm the New S0 PIN: | |

(®) alphanumeric () Mumeric (") Hexadecimal

Change 50 PIN

Charismathics Smart Security Interface >
Change Token PIN  Unlock Token PIN - Change Token SOPIN | Registration

Card label: Card05 V5.3 | EC13244
Here you can chanoe the 50 PTH of wour Smartcard

Charismathics Smart Security Interface X

50 PIN: ]
Mew SO P o The SO PIN was changed. ]
Confirm th ]

(®) alphanumer,

Change 50 PIN
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7. Important information

CAUTION! While using Charismathics Smart Security Interface you can connect only one smart card
to your computer. Connecting more than one may result in blocking one of them. EuroCert shall not
be liable for the consequences of non-compliance of a user with this recommendation.

If you have a technical enquiry, please contact our technical support:
https://eurocert.pl/index.php/en-us/contact.
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