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INSTRUCTION:
Qualified Signature Renewal on a

Card - Online via the SecureDoc
2.0 application

Version: 2.8
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Introduction

Process overview

@ 1 Complete the form and sign the agreement
2 Install the new certificate

3 Register the new certificate in Smart Security Interface app*
*For Windows users only

Before you start, make sure you have:

Renewal code =5 Smart Security Interface

> Jeg o
application

Updated SecureDoc 2.0

7”"‘ Card with the reader )
——  software

ﬂ Important

Pay special attention to correctly entering personal data in the form.

Start the signature renewal process before your current signature expires. This means
that you must complete the “1. Complete the form and sign the agreement” stage before the
certificate expires. If you do not do so in time, renewing the signature will not be possible.
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Have a question about the process? Contact your sales representative!
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1. Complete the form and sign the agreement

1. Verify that you have the latest version of
the SecureDoc 2 application. To do this,

launch the application, open the “Settings” Updates
Installed version: 2070
tab, and then CheCk the VerSion by clicking Mewest version: 2070

the “Check for Updates” button. If a new
version of the application is available,

download and install the latest version of

SecureDoc 2.
[ @ SecureDoc
Signing Verifying Settings
Signature variant: XAdES-BES (without timestamp)
2. Go to the “Certificate Renewal” tab. ¥ PAJES (only PDF)  Signature type: Detached
Digest algorithm: SHA-256
Commitment type: None
W SecureDoc
SecureDoc Signing Verifying \
3. Click “Certificate Renewal” ‘E
Purchase Certificate
renewal renewal
SecureDoc X
4' |f you have nOt done SO yet: ConneCt the Ca rd o Connect the cryptographic device to the computer and press the "OK" button
with the reader and press “OK".
-OK
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Have a question about the process? Contact your sales representative!
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@ Enter renewal code X

_W Renewal Code
G ! Please enter your certificate renewal code.

5. Enter the renewal code. Renewal Code:

| |

6. Complete the content of the first tab of the
renewal form (basic information), ensuring
that all entered data is correct (no typos, no

spaces after first name or last name).

A Basicinformation @ Contact Information

@ important

First name: @ Second name: @ surname: @

Pay particular attention to entering your Craershp:® oyee @ Couney of surg e 0/ @

Poland Personal number [e.g. PESEL, 1D] Poland

personal data correctly in the form. i umoer @

Additional data: @

Certificate with company/organization data represented by subscriber.

Identification data
e
\é~ N Ote Type of identification document: L]
1D card

e The renewed signature certificate B
should contain the same information
as your current certificate. e prectorn @
e If your current signature includes
company details (company name, job
title, organizational unit), select the
“Certificate with company details”
option and then complete the blank
fields.

The authority issuing document: &

A Basic information @ Contact information

Contact details

e-mall address: @ phone: @ Country: @

7. Complete the content of the second tab of
the renewal form (Contact |nformatlon), then | consent to the processing of personal data provided in the form in order to receive commercial

information (e.g. new sales offers, marketing activities) by electronic means by EuroCert, in accordance
. “ ” with art. 10 of the Act of 18 July 2002 on the provision of electronic services (i.e., Journal of Laws of 2017,
CI ic k Sen d . e IR el e s Gl e e e e e cellive) e T e s
with Art. 172 of the Act of July 16, 2004 - Telecommunications Law (i.e., Journal of Laws of 2017, item
1907, as amended), i.e. using a mobile phone, tablet, computer.

EuroCert Sp. z o0.0. www.eurocert.pl

Have a question about the process? Contact your sales representative!
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SecureDoc

o Your certification agreement has been prepared

In the next step, an agreement will be displayed that will have to be signed with a valid

8. In the message window, click “OK". e next st
qualified certificate.

- ciwy dla siedziby EuroCert.
gorem niewaznosci. Umowa

9. After reviewing the agreement content, 1zdej ze Stron.
click the pen icon “Sign and save”.

D Subskrybent

Centrum Kwalifikowane EuraCent 607.2026 17:06:53  6.07.2029 17.0653

10. Select the certificate to be renewed, then
click “OK".

0 Enter the PIN code

PIN code
000 Enterthe PIN code

1 1 . Enter the PIN COde, then CIiCk MOK". The selected certificate to signing the data

==| Issued for:

Issued by: Centrum Kwalifikowane EuroCert
Valid from: 6.07.2026 17:06:53

Valid to: 6.07.2029 17.06:53

Smart card reader: Feitian SCR301 0
Token: CardOS V5.3 | EC0141215
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Have a question about the process? Contact your sales representative!
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12. The message window indicates that you

have completed the first stage of the SecureDoc x
renewa I. A E u rOCe rt e m p | Oyee WI | | Ve rlfy th e o Your Certification Agreement has been sent to the Certification Center.

R .. The registration inspector is currently verifying the application for the renewal of the certificate
agreement you signed. After positive along with the certfication contract
Verification, they Wi ” Send a n ema il With Wait for an e-mail with information on the next steps.
further steps. Verification will take up to 48
hours.

& Note

o Wait for an email from EuroCert with the signed agreement. Only after
receiving it can you proceed to section “2. Install the new certificate”.

o If the form has been completed incorrectly, you will receive an email informing
you of the errors and providing guidance on how to correct them.

o If you want to continue using your current certificate until it expires, proceed
to the next stage only after it has expired. This stage involves installing the new
certificate on your device. If you complete it earlier, the new certificate will
become valid from the date of installation, which may result in the validity
periods of both certificates overlapping.
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Have a question about the process? Contact your sales representative!
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2. Install the new certificate

«» SecureDoc

Signing Verifying Settings ICertificate renewal I

1 . 0pen SecureDoc 2 and go to the Signature variant: XAdES-BES (without timestamp)
" . . # PAdES (only PDF) : etache
Certificate Renewal” tab. | ’ gnatrepe petached
Digest algorithm: SHA-256
Commitment type: None

& SecureDoc

SecureDoc Signing Verifying :

2. Click “Certificate Renewal". ‘E
Purchase Certificate
renewal renewal

3. Enter the renewal code. M *
—| Renewal Code
0 | m po rta nt /4 Please enter your certificate renewal code.
Renewal Code:
This is the same code you entered in [ |
point 5 of section “1. Complete the “
form and sign the agreement”.
SecureDoc X
o Your Certification Agreement has been approved by the Registration Officer.
4. CI ic k "0 K"' In the next step select the certificate with which the certificate renewal agreement has been
signed.
EuroCert Sp. z 0.0. www.eurocert.pl

Have a question about the process? Contact your sales representative!
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5. Select the certificate that was used to
sign the agreement in the first stage of
the procedure, then click “OK".

6. Enter the PIN code, then click “OK".

7. Wait for the renewal process to complete.

8. The message window will inform you that
the certificate has been renewed.

@ Lista certyfikatow odnoudenia

5 Urzadzenie kryptograficzne

Wydany przez Wazny od Wazny do

Centrum Kwalfikowane EuroCert 09.122024 1439:11  09.12.2025 14:39:11

@ Enter the PIN code X

[E=55] pIN code
000 Enter the PIN code

o | o

The selected certificate to signing the data

——| lIssued for:
@ Issued by: Centrum Kwalifikowane EuroCert
—  Valid from: 6.07.2026 17:06:53
Valid to: 6.07.2029 17.06:53

Smart card reader: Feitian SCR301 0
Token: CardOS V5.3 | EC0141215

Please wait
Certificate renewal is in progress

SecureDoc X

o Thank you!

The certificate renewal process has been completed.

0 Important

To use the renewed signature on your computer, register the new certificate in the
Smart Security Interface application.
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3. Register the new certificate in Smart Security

Interface app

0 Important

If you are completing the renewal process on a macOS device, registration has already
been completed automatically. You do not need to take any action - skip this stage.

If you do not have the Smart Security Interface application, install it .

Charismathics Smart Security Interface X

Change Token PIN  Unlock Token PIN  Change Token SO PIN

Card type: CardOS V5.3 | EC0141215

User PIN status: CardOS V5.3 does not support this funtion

1. Open the Smart Security Interface
application. In the “Register” tab, click the
“Register” button.

SO PIN status: CardOS V5.3 does not support this funtion

In order to be able to use your smartcard/TPM with the microsoft products you need to register
your personal certificate. To do so, please insert your smartcard into the card reader and dick the
button Register", The application will then perform any further steps to register your certificate.

Charismathics Smart Security Interface X

2. A message window will inform you that
the registration has been completed. 0 Registration successful,
From that moment, your signature is ready
for use.
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Have a question about the process? Contact your sales representative!
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