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1.  Cryptographic Card Management Application download and
installation
To download Cryptographic Card Management Application go through the following link:

https://eurocert.pl/en/oprogramowanie/ and then click on “DOWNLOAD” button next to the
application.

The Cryptographic Card Management Application installer file also includes root certificates
which are being installed alongside the application.

| use:
@MA( 0s

Qualified signature on a device

P Cryptographic card management application - Windows 8 (or newer) _
DOWNLOAD
installation package (Update: 27.09.2018)

APPLICATIONS:

SecureDoc2 - application to create and verify an electronic signature -
DOWNLOAD
(Updated: 07.05.2021)

To install the CSSI application, administrator privileges are required. After downloading the
installer file, download and run the installer and go through the installation process according to the
following screenshots.

;&J Charismathics Smart Security Interface 5.2.2 - InstallShield Wizard X

Welcome to the InstallShield Wizard for
Charismathics Smart Security Interface

The InstallShield(R) Wizard will install Charismathics Smart
Security Interface on your computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back Next > Cancel
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# Charismathics Smart Security Interface 5.2.2 - InstallShield Wizard X

z

smart security interface

End-User License Agreement
(Client/Bundle license)
smart security interface

This End-User License Agreement (“EULA”) is a legal agreement

hahwean van (aithar an individual ar a cinale anting) and chariemathice Y

(@1 accept the terms in the license agreement! Print

(D1 do not accept the terms in the license agreement

InstaliShield
[ <Bak [ mext> | Cancel |
ﬂ Charismathics Smart Security Interface 5.2.2 - InstallShield Wizard X

/

smart security interface

e Install Charismathics Smart Security Interface to:
(7 c:¥rogram Fies\Charismathics\Smart Secuity Interface\ | change... |

InstallShield
ok o] e |
4 Charismathics Smart Security Interface 5.2.2 - InstallShield Wizard X

/7

smart security interface

Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
InstaliShield
<Back | ®mstal ||  Cancel
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y Charismathics Smart Security Interface 5.2.2 - InstallShield Wizard X
v
smart security interface
Please select a setup type.
(® Typical
All program features will be installed. (Requires the most disk
space.)
() Custom
ﬁ Choose which program features you want installed and where they
will be installed. Recommended for advanced users.
InstaliShield
< Back Next > Cancel
9 Charismathics Smart Security Interface 5.2.2 - InstallShield Wizard X
InstaliShield Wizard Completed
The InstaliShield Wizard has successfully installed
Charismathics Smart Security Interface . Click Finish to exit the
wizard.
<on caree
After installing Charismathics Smart Security Interface, the system restart is required.
2. Application after installation
2.1  Certificate registration in the Windows certificate store
After connecting the token to the computer open the Smart Security Interface application,
after which go to the “Register” tab in the top right corner. In the opened tab click on the “Register”
button. This action is performed only once for a given cryptographic card on a given computer.
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Charismathics Smart Security Interface X

Zmieri PIN Tokena  Odblokuj PIN tokena  Zmieri SO PIN tokena  Rejestruj
Typ karty: CSSI CardOS V4.38 PKCS#15
User PIN status: CardOS V4. 38 does not support this funtion

SO PIN status: CardOS V4.38 does not support this funtion

Aby uzy¢ swojej karty/modutu TPM z produktami Microsoft nalezy zare)estrowac swaj osobisty
certyfikat. Aby to zrobic prosze wiozy¢ karte do czytnika i wcisnac przycisk Rejestruj”. Aplikacja
przeprowadzi kolejne kroki w celu rejestracii twojego certyfikatu.

Zmier PIN Tokena  Odblokuj PIN tokena  Zmieri SO PIN tokena Rejestruj
Typ karty: CSSI CardOS V4.38 PKCS#15

User PIN status: CardOS V4.38 does not support this funtion

50 piN Charismathics Smart Security Interface X

Aby uz . o i lezy zarejestrowac swoj osobisty
certyfil Rejestracja sie powiodta. € przycisk Rejestruj”. Aplikacja
przepry tu.

T

After the certificate has been correctly registered, the popup window with ,Registration
successful” text will appear.

2.2 Change token PIN

To change the PIN code, open the Smart Security Interface application and in the “Change
token PIN” tab in the “Old PIN” field provide the current PIN code, after which in the “New PIN” and
“Confirm new PIN” provide a new PIN.

The minimum PIN length is 4 characters and the maximum length is 10 characters. A new PIN
can consist of any characters: numbers, letters (lowercase, uppercase), symbols and other.

WARNING! If the PIN was entered incorrectly three times, it will get locked. In order to
unlock the PIN code, follow the instructions in the “Unlock token PIN” section.

Charismathics Smart Security Interface X
Zmieri PIN Tokena  Odblokuj PIN tokena  Zmier SO PIN tokena  Rejestruj

Etykieta Karty: CardOS V4.38 PKCS15 profile
Tutaj mozesz zmieni¢ PIN swojej karty.

(@ Alfanumeryczny (O Numeryczny (O Szesnastkowy

| ZmieAPIN
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Charismathics Smart Security Interface
Zmieri PIN Tokena  Odblokuj PIN tokena  Zmieri SO PIN tokena  Rejestruj

Etykieta Karty: No smartcard inserted
Tutaj mozesz zmieni¢ PIN swojej karty.

Stary PIN:
Nowy PIN:
Potwierdz nowy PIN:

@ Alfanumeryczny O Numeryczny (O Szesnastkowy

Zmien PIN

Charismathics Smart Security Interface X

o PIN zostat zmieniony.

Unlock token PIN

Entering the incorrect PIN code three times will lock it.

To unlock the PIN code, open the Smart Security Interface application and in the “Change
token PIN” tab in the “Old PIN” field provide the current PIN code, after which in the “New PIN” and

“Confirm new PIN” provide a new PIN.

irreversibly locked. In such a case, a new cryptographic card with a new certificate will have to be

WARNING! If incorrect SO PIN was entered three times, the cryptographic card will be

purchased.

Charismathics Smart Security Interface

Etykieta Karty: CardOS V4,38 PKCS15 profile
Tutaj mozesz odblokowad PIN swojej karty.

oyt -

@ Alfanumeryczny (O Numeryczny (O Szesnastkowy

Zmieri PIN Tokena  Odblokuj PIN tokena  Zmieri SO PIN tokena  Rejestruj

EuroCert Sp. z 0.0.
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Charismathics Smart Security Interfface X

a PIN zostat odblokowany.

2.4 Change token SO PIN

To change the SO PIN code, open the Smart Security Interface application and in the “Change
token SO PIN” in the “Old SO PIN” field provide the current SO PIN code, and in the “New SO PIN”
and “Confirm new SO PIN” provide a new SO PIN.

The minimum SO PIN length is 4 characters and the maximum length is 10 characters. A new
SO PIN can consist of any characters: numbers, letters (lowercase, uppercase), symbols and other.

WARNING! If incorrect SO PIN was entered three times, the cryptographic card will be
irreversibly locked. In such a case, a new cryptographic card with a new certificate will have to be
purchased.

3. Other

WARNING! When using the ,,Smart Security Interface” application, only one cryptographic
card can be connected to the computer. Connecting more than one may result in blocking some of
them. EuroCert is not responsible for the consequences of failure to comply with this
recommendation.

In case of any issues with the application please do not hesitate to contact us via email or
through the phone: +48 22 390 59 95
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