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1.  Cryptographic Card Management Application download

To download Cryptographic Card Management Application go through the following link:
https://eurocert.pl/en/oprogramowanie/ and then click on “DOWNLOAD” button next to the
application.

The Cryptographic Card Management Application installer file also includes root certificates
which are being installed alongside the application.

| use:

WINDOWS MAC 0s

Qualified signature on a device

The software below is supported on systems from High Sierra up to the current macOS release.

Crypt: hi d it lication - installati kage f
P Cryptographic card management application - installation package for

MacOs (Catalina 10.15 or newer)

P SecureDoc2 - application to create and verify an electronic signature -
DOWNLOAD
(Updated: 27.10.2020)

APPLICATIONS:

After clicking the ,,Download” button next to the cryptographic card application —a popup
window will open with the following message.

Attention!

In order to download the cryptographic card management
application for MacOS, please contact us at
support@eurocert.pl. In the message, please indicate your

MacOS version

After clicking on the support@eurocert.pl email from the popup message, an email with
automatically generated message will open.

To support@eurocert.pl &

Subject

Body Text ~ || Variable Width vl TT. B I U & = v B O~

Good day, | would like to get the download link for the cryptographic card application installer. My macOS version is:
[type-version] Best Regards,Name|

In square brackets of the opened message, type the version of MacOS you are using, and
send the email.
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2.  How to check your system version?

To check the MacOS system version on a given computer — click on the apple in the upper left
corner. In the appeared menu choose “About This Mac” option. After clicking the mentioned option a
window with MacOS system version will appear.

" Finder File

About This Mac

System Preferences...

App Store...
Recent ltems
Force Quit Finder

Sleep
Restart...
Shut Down...

Lock Screen

Log Out UserAdmin...

Overview Disp

1 update

macOS Big Sur

Version 11.6

MacBook Air (13-inch, 2017)

Processor 1,8 GHz Dual-Core Intel Core i5
Memory 8 GB 1600 MHz DDR3

Startup Disk Macintosh HD

Graphics Intel HD Graphics 6000 1536 MB
Serial Number FVFFVFFVFFVF

System Report...

Software Update...

3.  Cryptographic Card Management Application installation

To install the CSSl installation package, administrator privileges are required. After
downloading the installer file, download and run the installer and go through the installation process
according to the following screenshots.
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Welcome to the Charismathics SSl Installer

You will be guided through the steps necessary to install this
software.

Introduction

Continue

#® Install Charismathics SSI

Important Information

Introduction

2016-03-07 CSSI v6.4.1 versian for Mac OS5 X

Read Me

- Installation Package CSSI 5.4.1.pkg
. Readme.txt
. C58l 5.0 for Mac User Manual.pdf

Installation Package CSSI 5.4.1 User Edition installs the following
modules:

1. SmartcardUtility - Install in the following location:
\Applications\Charismathics

2. libcmP11.dylib - Install in the following location:
\Applications\Charismathics

3. _CSSl.tokend - Install in the following location:
\Library\Security\tokend

Go Back Continue

#® Install Charismathics SSI

Software Licence Agreement

English
Introduction

Read Me End-User License Agreement

Licence (Client/Bundle license)
smart security interface

This End-User License Agreement (*EULA™) is a legal agreement between you
(either an individual or a single entity) and charismathics GmbH, 47 Sendlinger
Strasse, Munich, 80331 Germany (“charismathics”) for the charismathics
smart security mterhce software (“Software™) that accompanies this EULA.
Read the following licensing conditions attentively and carefully before you - in
the following also referred to as “Licensee” - use the Software on your
computer. YOU AGREE TO BE BOUND BY THE TERMS OF THIS EULA BY

COPYING OR USING THE SOFTWARE. IF YOU DO NOT AGREE,
DO NOT INSTALL, COPY OR USE THE SOFTWARE. In this case you may retumn
it to your place of purchase for full refund, if applicable.

§ 1 Grant of license
Subject to the payment of the applicable license fees, and subject to the terms
and conditions of this EULA. charismathics herebv orants to vou a non-

Print... Save... Go Back Continue

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree
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Introduction

Read Me

Licence
Destination Select

Installation Type

¥ |nstall Charismathics SSI
Standard Install on "Macintosh HD"

This will take 65,8 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk “Macintosh HD".

Change Install Location...

Go Back Install

Installer is trying to install new software.

Enter your password to allow this.

Username: Your_Username

Password: eessssssssssss

Intreduction

Read Me

Licence
Destination Select
Installation Type
Installation

Summary

Cancel Install Software

*® |nstall Charismathics $SI

The installation was completed successfully.

The installation was successful.

The software was installed.

4.  Application after installation

4.1  System versions: Catalina or newer

After the CSSI application has been installed, in the Applications, the Charismathics folder will
be created with 3 files in it:
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+ @ Charismathics
CSSl 5 0 for Mac User Manual.pdf
1 libemP11.dylib

B Readme.txt
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For Catalina or newer MacOS system versions, the created folder (Charismathics) does not
contain SmartCardUtility application for cryptographic card management. For aforementioned
systems functionality of the SmartCardUtitility application has been transferred to the SecureDoc
application “Settings” tab.

Sertngs Certificate renewal Help About pri
P! Faew =3 '_'"|
{®) oar oo Ts
of
estamp Change Unlock Change
stings foken PIN foken PIN  token SO PIN

Smart card managment
I

Once the CSSl installation package has been installed you can proceed with the signing
process in the SecureDoc application.

4.2 System versions High Sierra / Mojave

After installing the CSSI package, open the SmartCardUtility application.

To check if the card is visible go to “Keychain Access” by typing “keychain” in the search. In
keychain access we can check either the cryptographic card is visible by searching the card model.
The card model could be found in the SmartCardUtitlity application next to “card label”.

keyi nair

ncieksulg.—.
NAJCTUNILISZE TRASENA
= Dostep do peku Kiuczy.app
w Konfigurator MIDI Audio.app
APLIKACIE
® Kalkuletor.app
@ Kalendarz.app
Kolorymaetr cyfrowy.app
SEFERENCIE SYSTEMOWE
Klawiatura
Konta intermeatowe
Bluetoath
Udostgpnianie

Mission Control

DEWELOMER

B MPSMatriEindTopK h

Ra0za Data zmian
bOGSLLY-91.. Bb-cB5041550878 Klucz prywatny
Kacper Kaczmare certytika
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4.2.1 Change token PIN

To change the PIN code, open the SmartCardUtility application and in the “Change token
PIN” tab in the “Old PIN” field provide the current PIN code, after which in the “New PIN” and
“Confirm new PIN” provide a new PIN.

The minimum PIN length is 4 characters and the maximum length is 10 characters. A new PIN
can consist of any characters: numbers, letters (lowercase, uppercase), symbols and other.

WARNING! If the PIN was entered incorrectly three times, it will get locked. In order to
unlock the PIN code, follow the instructions in the “Unlock token PIN” section.

® Charismathics Smart Security Interface

[LEERR TSR Unlock Token PIN ~ Change Token SO PIN  Info

Card labe! caRios V53 |EC13248
Here you can change the PIN of your Smartcard

Old PIN:
New PIN:
Confirm the New PIN:

© Alphanumeric Numeric Hexadecimal

4.2.2 Unlock token PIN
Entering the incorrect PIN code three times will lock it.

To unlock the PIN code, open the SmartCardUtility application and in the “Unlock token PIN”
tab in the “SO PIN” field provide the current SO PIN code, after which in the “New PIN” and “Confirm
new PIN” provide a new PIN.

WARNING! If incorrect SO PIN was entered three times, the cryptographic card will be
irreversibly locked. In such a case, a new cryptographic card with a new certificate will have to be
purchased.

4.2.3 Change token SO PIN

To change SO PIN code, open the SmartCardUtility application and in the “Change token SO
PIN” in the “Old SO PIN” field provide the current SO PIN code, and in the “New SO PIN” and
“Confirm new SO PIN” provide a new SO PIN.

The minimum SO PIN length is 4 characters and the maximum length is 10 characters. A new
SO PIN can consist of any characters: numbers, letters (lowercase, uppercase), symbols and other.

WARNING! If incorrect SO PIN was entered three times, the cryptographic card will be
irreversibly locked. In such a case, a new cryptographic card with a new certificate will have to be
purchased.

5. Other

WARNING! When using the SmartCardUtility application, only one cryptographic card can be
connected to the computer. Connecting more than one may result in blocking some of them.
EuroCert is not responsible for the consequences of failure to comply with this recommendation.

In case of any issues with the application please do not hesitate to contact us via email or
through the phone: +48 22 390 59 95
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